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Abstract: In order to protect the controller, especially the controller in backbone network, from security threats and at-
tacks, improve the security of the software-defined network (SDN) control plane, a switch migration algorithm based on
minimum cost path was proposed. A load prediction module was added to the migration model, which executed a con-
troller load prediction algorithm to obtain a load prediction matrix, and then a migration-target controller set was deter-
mined according to the load prediction matrix. The improved Dijkstra algorithm was used to determine the minimum cost
path. According to the load state of the controller and the traffic priority of the switch to be migrated, the optimal migra-
tion switch set was determined. The problem of isolated nodes was solved that may occur during the migration process.
The experimental results show that the migration timing of the algorithm is more reasonable, the selection of the migra-
tion controller and the target controller is more reasonable, the load balancing of the control plane is realized, the number
of migrations and cost are reduced, and the performance of the controller is improved.
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12) s — firstchild — rightbrother=L,q4e
—firstchild ;

13) IR A% TR 3 A

14) else //s 3L A

15) s—firstchild=L,,q— firstchild ;

16) 1A Ff% R A AT R R

17) end if

18) endif

19)  end while

20) delete(tree, Liode);

S 2 WTE AR T o 1 Je AT H AR He L
W REAR AR WM AL WAL
APRSEAT /L HAEMIER . 2 HARASHAL R T
WRA NS, WERAAAEA L, B LA A
Z1, JEN H ARSI s 215 RO R
BT R A, FRBIFLRTIKY R, SRR
FORTEKYY mi b o 2 R T R RO 7, kY
(WAL OSZIE RIS * 25 [V aata o= 0| MYAR D= W 1 E R EA
R ARHR S I A R RR AR i 5B AT H L —
ANEER R L, RUSSR 7Y RS RS [ — 21
ATHBLT
43 FHEBEEIRR

FEAZAE Y b 58 BT e HLIT B #04E I 5037 M 4%
TCRMHEBENIE @ =[x, - BOEF BB S G
WA 5 Prow, 1 e T 0 i B il 2%
U bRz, ol B il a1k £ 2T T AT it
BLAL, FER RIS S Move RIXF] H brfs il 4%
Cuarget © Crarger TRILE] Move {5 5 J5 K Wil N IE M I 45
55 Move_Start, JFIAPATIZRENE. W RATHA]
TR TE R, WAL R AT 4L 1) 428 1l by Mot 3 ol
AR B H bRy, TGS, JF Hook e
HIH R HE B A R4

b il ae

i8R il
K5 ZHPLTEERE

IS 2L

BT B MR BR A 1) AT B AL 78 S5 D AR Y
WNSE 3 R

BiE3 ETHEMMUN BT BT H2:

HWIN  graph G

i, migration plan P



%2

AR T R MU R AR ST R 7 0T <139 -

1) VRS S O

2) J|Wr Overload controller Cy, Target controller

C

3) Dijkstra(Graph G,int v),

4y {35) CoF) C, 2 MK B2/NE 12 path(]

5) i+t pathlile C,

6) A[j]<path[i], 115 Load4;

7) if Load4 +LC; <LC| yyesthod

8) migration

9) if (Isolatednode( )==1)

10) A R 32 Y R A[d], Inode[j] —
LogNode[j]

11) AbFE TnodeProcessing( )

12) else 15 C,

13) LogNode[j]—A[length+/]

14) EPEITAE Y 55 MigNodef[]

15) migration

16) if ( Isolatednode( )==1)

17) AR R 05 A[4],Inode[]—
LogNodel[k]

18) AL TnodeProcessing( )
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